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Implemenf Implement a small network that supports both IPv4 and IPvé.

Se‘r Up Set up a VMware Workstation Player environment with an Ubuntu Virtual Machine

R |

Demonstrate connectivity between the computer and the VM by pinging the VM from the

DemonStrqte computer and vice versa.




VMware \

( Ubuntu LTS for desktop PCs and laptops
e




\ IMAGES OF TOOLS
i

* All tools required for the course

project were provided by DeVry
University along with the HP laptop

the network was mapped with.

WORKSTATION
PLAYER™
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ubuntu®




IPV4 AND IPV6
ADDRESSING

IN THIS PART OF THE PROJECT WE IMPLEMENTED A IPV4 AND
IPV6 ADDRESSING SCHEME TO SUPPORT A NETWORK.



MT300N-V2 Status + System ~ Network ~ Logout

seneral Setup Advanced Settings Physical Settings Firewall Settings

Status &= Device: br-lan
Uptime: 0h 20m Os
MAC-Address: 94:33:C4:04:3F:13
RX: 1.36 MB (8372 Pkts.)
TX: 3.57 MB (5562 Pkts.)
IPvd: 192.1658.105.1/24
IPv6: 2003:dad:be:1::1/64

Protocol

IPv4 address

IPv4 netmask




Protocol: Static address

Uptime: 0h 15m 19s
MAC-Address: 94:33:C4:04:3F:13
RX: 1.19 MB (7351 Pkts.)

TX: 327 MB (4436 Pkts )

IPvd: 192 168.105.1/24

IPv6: 2003:.dad:be:1::1/64

Use custom DNS servers

IPvE assignment length

IPvE assignment hint

IPvG suffix

(@ Assign a part of given length of every g

@ Assign prefix parts using this hexadeci

(@ Optional. Allowed values: 'evi64’, 'rand
delegating server, use the suffix (like -




VIRTUAL MACHINE (VM)
DYNAMIC IP
ASSIGNMENT

IN THIS PART OF THE PROJECT WE CONFIGURE THE VMWARE ENVIRONMENT TO
SUPPORT BRIDGING SO THAT THE UBUNTU VM CONNECTS THROUGH HOST
COMPUTER'S NIC TO THE LAN INTERFACE OF THE TRAVEL ROUTER.



Hardware  Optins

Device

E=IMemory
Processors

[=\Hard Disk (5CS1)

(%) CD/DVD 2 (SATA)

CD/DVD (SATA)

|Floppy

S Network Adapter

[ usB Controller

£} Sound Card

(=1 Printer

[_Ipisplay

Summary
2GB
2

Auto detect

Auto detect

Auto detect
Bridoed (Automatic)
Present

Auto detect
Present

Auto detect

Memory

Spedify the amount of memary allocated to this virtual machine. The memory

size must be a multiple of 4 MB.

Memary for this virtual machine: 2048 = MB

128 GB

B Maximum recommended memary

{(Memary swapping may
occur beyond this size.)

6.2GB

B Recommended memory
2GB

Guest OS5 recommended minimum
1GB

Cancel

Virtual Machine Settings

Automatic Bridging Settings

Select the host network adapter(s) you want to
automatically bridge:
[ Microseft Wi-Fi Direct Virtual Adapter £2
[ Microseft Wi-Fi Direct Virtual Adapter
[CIrealtek RTLB821CE 802. 11ac PCIe Adapter
Realtek PCIe GbE Family Controller
[Bluetooth Device (Personal Area Network)

Cancel Help

Device status

Lonnected

Connect at power on

Network connection
(®) Bridged: Connected directly to the physical network
[ replicate physical network connection state

E;Conﬁgure Adapters

(CJNAT: Used to share the host's IP address

() Host-only: A private network shared with the host
() Custom: Specific virtual network
VMnet
O LAM segment:

LANM Segments. ..

Advanced...




5C - o v ; . —
nydanetwl91@ubuntu:~$ ip addr
1: lo: <LOOPBACK,UP,LOWER UP> mtu 65536 gqdisc noqueue state UNKNOWN group defau
1t qlen 1000
link/loopback 00:00:00:00:00:00 brd 90:00:00:00:00:00
inet 127.0.0.1/8 scope host lo
valid 1ft forever preferred 1ft forever
ineté ::1/128 scope host
valid 1ft forever preferred 1ft forever
2: ens33: <BROADCAST,MULTICAST,UP,LOWER UP> mtu 1580 gdisc fq_codel state UP gr
oup default qlen 10080
link/ether @0:0c:29:d0:41:1f brd ff:ff:ff:fF:ff:ff
altname enp2si
inet 192.168.105.227/24 brd 192.168.105.255 scope global dynamic noprefixro
ens33
valid_1ft 41242sec preferred_1ft 41242sec
inet6 2003:dad:be:1::d59/128 scope global noprefixroute
valid 1ft forever preferred 1ft forever
inet6 2003:dad:be:1:5474:b4d3:4263:dc3d/64 scope global temporary dynamic
valid 1ft 602844sec preferred 1ft 84391sec
inet6 2003:dad:be:1:474c:e5e5:fddd:19ab/64 scope global mngtmpaddr noprefix
route

valid 1ft forever preferred 1ft forever
inet6 feB80::8071:cfab:36a9:3a86/64 scope link noprefixroute
valid 1ft forever preferred 1ft forever

_ e e e L s




Ethernet adapter Ethernet:

Connection-specific DNS Suffix . : lan

IPvG Address. . . . . . . . . . . : 2883:dad:be:1::bbf

IPvG Address. . . . . . . . . . . @ 20083:dad:be:1:11ef:7cab:4288:e98e
Temporary IPve Address. . . . . . : 20883:dad:be:1:e917:de5d:6246:79686
Link-local IPv6E Address . . . . . : Te868::11e6:7cab:42088:e08e%2

IPv4 Address. . . . . . . . . . . : 192.168.185.128

Subnet Mask . . . . . . . . . . . : 255,255,255.8

Default Gateway . . . . . . . . . : 192.168.165.1




CONNECTIVITY TEST &
VISIO NETWORK
DIAGRAM

IN THIS PART OF THE PROJECT WE TEST THE CONNECTIVITY AMONG THE HOST
COMPUTER, UBUNTU VM, AND TRAVEL ROUTER.

SECONDLY, WE USE MICROSOFT VISIO TO CREATE A NETWORK DIAGRAM THAT
DEPICTS THE INTERCONNECTION OF THE HOST COMPUTER, UBUNTU VM AND
TRAVEL ROUTER.



C:\Users\nsims>ping 192.168.185.227 C:\Users\nsims»>ping 280@3:dad:be:1::d59

Pinging 192.168.105.227 with 32 bytes of data: Pinging 28@3:dad:be:1::d59 with 32 bytes of data:
Reply from 192.168.185.227: bytes=32 time<1lms Reply from 2883:dad:be:1::d59: time=545ms

Reply from 192.168.185.227: bytes=32 time=1ms Reply from 28@3:dad:be:1:: time=1ms
Reply from 192.168.185.227: bytes=32 time=1ms Reply from 2863:dad:be:l:: time=1ms
Reply from 192.168.185.227: bytes=32 time<ims Reply from 2803:dad:be:1::d59: time=1lms

Ping statistics for 192.168.185.227: _ Ping statistics for 2803:dad:be:1::d59:

Packets: Sent = 4, Received = 4, Lost = @ (8% loss), Packets: Sent = 4, Received = 4, Lost = @ (8% loss),
Approximate round trip times in milli-seconds: Approximate round trip times in milli-seconds:

Minimum = @ms, Maximum = 1ms, Average = @ms Minimum = ims, Maximum = 545ms, Average = 137ms

C:\Users\nsims>ping 192.168.105.1 C:\Users\nsims>ping 2003:dad:be:1::1

L. . Pinging 20@3:dad:be:1::1 with 32 bytes of data:
Pinging 192.168.185.1 with 32 bytes of data: Reply from 2003:dad:be:1::1: time=115ms
Reply from 192.168.185.1: bytes=32 time<lms Reply from 2803:dad:be:1::1: time<lims
Reply from 192.168.185.1: bytes=32 time=1ms Reply from 2803:dad:be:l::1: time=1ms
Reply from 192.168.185.1: bytes=32 time=2ms Reply from 20@3:dad:be:1::1: time=lms
Reply from 192.168.185.1: bytes=32 time=1ms . . L.
Ping statistics for 2883:dad:be:l::1:
g S o ) ; ) . Packets: Sent = 4, Received = 4, Lost = 8 (8% loss),
Ping statistics for 192'163:195'1' o . Approximate round trip times in milli-seconds:
PaFkEtS: Sent = %, R?591”?d =.4,.L05t = @ (8% loss), Minimum = @ms, Maximum = 115ms, Average = 29ms
Approximate round trip times in milli-seconds:
Minimum = @ms, Maximum = Zms, Average = 1ms C:\Usersynsims>




nydanetwl91@ubuntu:~$ ping 192.168.165.120 nydanetwl91@ubunt S ping 2083:dad:be:1::bbf

PING 192.168.165.120 (192.168.105.120) 56(84) bytes of data. PING 2083: :be:1::bbf(20083:dad:be:1::bbf) 56 data bytes

~E ML

--- 192.168.105.120 ping statistics --- i --- 2003:dad:be:1::bbf ping statistics ---

90 packets transmitted, @ received, 100% packet loss, time 91136ms 15 packets transmitted, @ received, 100% packet loss, time 14316ms

nydanetw191@ubuntu:~% ping 192.168.165.1 . .

PING 192.168.165.1 (192.168.105.1) 56(84) bytes of data. nydanetwi91@ubuntu:~S ping 2603:dad:be:1::1

64 bytes from 192.168.105.1: icmp_seq=1 ttl=64 time=0.775 ms PING 2003:dad:be:1::1(2003:dad:be:1::1) 56 data bytes

64 bytes from 192.168.105.1: icmp_seq=2 ttl=64 time=2.53 ms 64 bytes from 2003:dad:be: : lcmp_seq=1 ttl=64 time=1.51 ms

64 bytes from 192.168.105.1: icmp seq=3 ttl=64 time=2.96 ms 64 bytes from 2003:dad:be: : icmp_seq=2 ttl=64 time=1.23 ms

64 bytes from 192.168.105.1: icmp_seq=4 ttl=64 time=1.09 ms 64 bytes from 2003:dad:be:1::1: icmp_seq=3 ttl=64 time=1.09 ms
bytes from 192.168.105.1: icmp_seq=5 ttl=64 time=1.01 ms 64 bytes from 2003:dad:be: icmp_seq=4 ttl=64 time=0.783 ms

bytes from 192.168.105.1: icmp_seq=6 ttl=64 time=1.09 ms 64 bytes from 2003:dad:be:1::1: icmp_seq=5 ttl=64 time=1.01 ms

bytes from 192.168.105.1: icmp_seq=7 ttl=64 time=0.945 ms 64 bytes from 2003:dad:be: : icmp_seq=6 ttl=64 time=0.929 ms
bytes from 192.168.105.1: icmp_seq=8 ttl=64 time=0.842 ms 64 bytes from 2003:dad:be: : icmp_seq=7 ttl=64 time=1.10 ms
bytes from 192.168.105.1: icmp_seq=9 ttl=64 time=1.84 ms 64 bytes from 2003:dad:be: : icmp_seq=8 ttl=64 time=1.15 ms
bytes from 192.168.105.1: icmp_seq=10 ttl=64 time=0.684 ms 64 bytes from 2003:dad:be: icmp_seq=9 ttl=64 time=1.01 ms
bytes from 192.168.185.1: icmp_seq=11 ttl=64 time=0.997 ms 64 bytes from 2003:dad:be:1::1: icmp_seq=10 ttl=64 time=1.04 ms
bytes from 192.168.105.1: icmp_seq=12 ttl=64 time=0.921 ms aC

bytes from 192.168.105.1: icmp_seq=13 ttl=64 time=1.03 ms --- 2003:dad:be:1::1 ping statistics ---

bytes from 192.168.105.1: icmp_seq=14 tt1=64 time=1.13 ms 10 packets transmitted, 10 received, 0% packet loss, time 9021ims
bytes from 192.168.105.1: icmp_seq=15 ttl=64 time=0.987 ms rtt min/avg/max/mdev = ©.783/1.084/1.510/0.183 ms

bytes from 192.168.105.1: icmp_seq=16 ttl=64 time=1.14 ms

bytes from 192.168.105.1: icmp_seq=17 ttl=64 time=0.968 ms

--- 192.168.105.1 ping statistics ---
17 packets transmitted, 17 received, 0% packet loss, time 16036ms
rtt min/avg/max/mdev =_0.684/1.183/2.960/0.586 ms




This diagram shows the interconnection of the host computer, Ubuntu VM, and travel router along with the addresses.

K\ Microsoft Visio Network Diagram

O Windows 10 Host

Wirtual Switch

Travel Fouter

152.168.105.1




IP SUBNETTING &
LOOPBACK INTERFACES

IN THIS PART OF THE PROJECT WE START WITH A CLASS C NETWORK AND DIVIDE
ITS BLOCK OF IP ADDRESSES INTO SMALLER BLOCKS (I.E., SUBNETS).

SECONDLY, WE CONFIGURE TWO LOOPBACK INTERFACES ON THE TRAVEL
ROUTER BY USING IP ADDRESSES OF NEWLY CREATED SUBNETS TO SIMULATE
ADDITIONAL LAN SEGMENTS ON AN ENTERPRISE NETWORK



Subnet Notation

(.30 x)

Metwork
Address

(1% IP address)

First usable host
address

(2™ |P address)

Last useable
host address

(2nd from the
last IP address)

Broadcast
Address

(the last IP
address)

The first
subnet

192.168.5.0/25

192.168.5.0

192.168.5.1

192.168.5.12

192.168.5.127

The second
subnet

192.168.5.128/25

192.168.5.128

192.168.5.129

192.168.5.254

192.168.5.255




Interfaces

LOS

apclio

Protocol: Static address

Uptime: 0h 2m 5s

MAC-Address: 96:83:C4:04:3F:13
RX: 0B (0 Pkts.)

TX: 0B (0 Pkts.)

IPv4: 192.168.5.1/25

Protocol: Static address

Uptime: Oh 0m 19=
MAC-Address: 96:83:C4:04:3F:13
RX: 0B (0 Pkts.)

TX: 0B (0 Pkts.)

IPv4: 192 168.5.129/25

Restart

Restart




BX Command Prompt

C:\Users\nsims>ping 192.168.5.129
C:\Usersi\nsims»ping 192.168.5.1

Pinging 192.168.5.129 with 32 bytes of data:
POICATT L2 Toafal DAE A BEES TP G5 Reply from 192.168.5.129: bytes=32 time<ims

Reply from 192.168.5.1: bytes=32 time<lms TTL=128 - : : : \ _ P
Reply from 192.168.5.1: bytes=32 time<ims TTL-128 e el

Reply from 192.168.5.1: bytes=32 time<ims TTL-128 Reply from 192.168.5.129: bytes=32 time<ims
Reply from 192.168.5.1: bytes=32 time<ims TTL=128 Reply from 192.168.5.129: bytes=32 time<lms

Ping statistics for 192.168.5.1: Ping statistics for 192.168.5.129:

Packets: Sent = 4, Received = 4, Lost = @ (8% loss), Packets: Sent = 4, Received = 4, Lost = & (8% loss),
Approximate round trip times in milli-seconds: Approximate round trip times in milli-seconds:

Minimum = 8ms, Maximum = 8ms, Average = @ms Minimum = @ms, Maximum = @ms, Average = @ms

C:\Usersinsins>. C:%\Usersinsims»
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WLAN IMPLEMENTATION

IN THIS PART OF THE PROJECT WE CONDUCT THE WLAN
IMPLEMENTATION.



858 Microsoft Word - NETW191 CP ¢ % [B] GLiNet Admin Pane x  +

<« C Y A Notsecure | 192.168.105.1/

it Apps Toshiba Imported [ Citrix Xenfpp - Log S Puella Magi Madok.. @ DeVry University | L... E Standard Deviation.., n Thomas F

GL-iNet
@ INTERNET GL-MT300N-V2-f13
WIRELESS

CLIENTS

Wi-Fi Security

Wi-Fi Key @

goodlife

SSID Visibility Shown

APPLICATIONS ~ Channel




Network & Internet settings

Change settings, such as making a connection metered.

Iz e @)
Mobile
Wi-Fi Airplane mode hotspot




BN Command Prompt
Ethernet adapter VMware Network Adapter VMnetl:

Connection-specific DNS Suffix

Link-local IPw6e Address . . . . . : fe86::9d61:3199:9fb1:6832%12
IPv4 Address. . . . . . . . . . . : 192.168.71.1

Subnet Mask . . . . . . . . . . . : 2G5 255 255 .8

Default Gateway :

Ethernet adapter VMware Network Adapter VMnet8:

Connection-specific DNS Suffix

Link-local IPwe Address . . . . . : feBB::8515:217a:d9b9:39b1%4
IPv4 Address. . . . . . . . . . . : 192.168.5.1

Subnet Mask . . . . . . . . . . . @ 255.255.255.8

Default Gateway :

lireless LAMN adapter Wi-Fi:

Connection-specific DNS Suffix . : vipowernet.net
Link-local IPv6 Address . . . . . : feB88::78ca:1c98:
IPv4 Address. . . . . . . . . . . ! 192,158.1.145
Subnet Mask . . . . . . . . . . . ! 255,255,355.8
Default Gateway . . . . . . . . . : 192.168.1.1

Ethernet adapter Bluetooth Network Connection:

Media State . . . . . . . . . . . : Media disconnected
Connection-specific DNS Suffix

C:\Wsers\nsims>»




Ethernet adapter Ethernet:

Connection-specific DNS Suffix
IPvE Address.

IPvE Address. ..
Temporary IPve Address.
Link-local IPve Address

IPv4 Address.

Subnet Mask .

Default Gateway

lan
2e@3:dad:be:1: :bbf
2883:dad:be:1:11e6:7cal:4288:298e

:1:aBb9:cebb:2ef5:463e
11e6:7caf:4288:e98e%2
192.168.185.128
255,255.255.8
192.168.185.1

Ethernet adapter VMware Network Adapter VMnetl:

Connection-specific DNS Suffix
Link-local IPve Address

IPv4 Address.

Subnet Mask .

Default Gateway

: feB8::9d6l:3199:9fbl:6832%12

192.168.71.1
255.255.255.8

Ethernet adapter VMware Network Adapter VMnet&:

Connection-specific DNS Suffix
Link-local IPv6 Address

IPv4 Address.

Subnet Mask .

Default Gateway

lireless LAN adapter Wi-Fi:

Connection-specific DNS Suffix
IPvE Address.

IPv6 Address. e
Temporary IPvE Address.
Link-local IPv6 Address

IPv4 Address.

Subnet Mask .

Default Gateway

: feB8::8515:217a:d9b9:39b1%4

192.168.5.1
255.255.255.8

lan

2083:dad:be:1::8081

20083 :dad:be:1:78ca:1c98:16cft: 8a7b
:787d:b15c:9a5b: 21de

78ca:1c98:16ct: 8a7b¥e

192.168.185.144

255.255.255.8

192.168.185.1




BN Command Prompt

Microsoft Windows [Version 18.8.19842.867 ]
(c) 2620 Microsoft Corporation. All rights reserved.

C:\Users\nsims>ping 192.168.185.126

Pinging 192.168.165.1286 with 32 bytes of data:

Reply from 192.168.185.128: bytes=32 time<ims TTL=128
Reply from 192.168.185.128: bytes=32 time<ims TTL=128
Reply from 192.168.165.128: bytes=32 time<lims TTL=128
Reply from 192.168.1685.128: bytes=32 time<ims TTL=128

Ping statistics for 192.168.185.128:

Packets: Sent = 4, Received = 4, Lost = @ (8% loss),
Approximate round trip times in milli-seconds:

Minimum = @ms, Maximum = 8ms, Average = @ms

C:\Users\nsims>
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CHALLENGES FACED



:\Users\nsims>ping 2083:dad:1::d59

Pinging 2803:dad:1::d59 with 32 bytes of data:
: transmit failed. General failure.
: transmit failed. General failure.
: transmit failed. General failure.
: transmit failed. General failure.

statistics for 2883:dad:1::d59:
Packets: Sent = 4, Received = 8, Lost = 4 (188% loss),

nydanetwl91@ubuntu:~% ping 192.168.165.128
PING 192.168.105.120 (192.168.105.120) 56(84) bytes of data.
~C

--- 192.168.165.120 ping statistics ---

C:\Users\nsims>ping 2663:dad:be:1:1896:4F9+:61c2:6188

Pinging 28663:dad:

Destination host
Destination host
Destination host
Destination host

90 packets transmitted, ® received, 100% packet loss, time 91136ms

be:1:1896:4f9f:61c2:6T88 with 32 bytes of data:
unreachable.
unreachable.
unreachable.
unreachable.
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Most people would just use an online
converter application, but | found doing
it manually to be a lot of fun and it
helped when we had to do subnetting.

1\\5 MANUAL DECIMAL TO BINARY CONVERSION

Decimal to Binary Conversion

Divide by 2 Process

Decimal# 13 -+ 2 = 6 remainder1

3 remainder

Bk 1 remainder 1
Divide-by-2 Process
Stops When 0 remainder 1
Quotient Reaches 0

1 1 0 1
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